
Why Choose Avira Managed Email Security?

Avira Managed Email Security (AMES)

Avira Managed Email Security (AMES) provides 
the advanced solution to control the content 
and the continuity of your organizations’ email 
traffic. We filter the email traffic on our own 
servers, in multiple data centers – at a safe 
distance from your organization’s network. In-
fected emails, spam and unwanted content are 
quarantined and will not be delivered to recipi-
ents in your organization. Should your company 
be offline due to problems with your Internet 
connection, Avira will store all incoming emails 
for you and deliver them automatically as soon 
as you are online again.

Freedom to stay in touch

To use our Managed Email security solution, you 
only have to redirect your MX-setting to Avira.

All blocked emails will be stored in the cloud in an 
easy accessible quarantine.

Should your organization be cut off the internet, 
Avira will store all incoming emails for a period 
of 7 days, and deliver all emails automatically as 
soon as you are online again.

Managed Email Security provides total control 
over settings, reports, statistics and the quaran-
tine via a user friendly web interface.

Settings can be applied to individual users, or for 
everyone in your organization.

Managed Email Security provides the latest tech-
nology and updates in real-time, so you have no 
longer to rely on updates. AMES provides the 
most advanced technology with the heuristic 
ProTAG and HICAR.

There is no need for any hardware, software or 
time investments. So resetting, rebooting, tun-
ing or replacing hardware belongs to the past.

There are no set up fees or other hidden costs, 
just a convenient per user price.

Virus-free. Spam-free. Hassle-free: The functions
Virus Protection: Multi-engine solution – Avira 
Malware Protection in combination with other vi-
rus scanners are used in parallel to detect known 
viruses.

Outbreak Virus Protection: Detects new viruses 

using an extensive database and advanced pat-
tern recognition.

Advanced Greylisting: A large percentage of 
spam sending servers only try to deliver spam 
once, this in combination with certain patterns 
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allows early stage detection and blocking of spam 
messages.

Message Structure Analysis: Performs several 
analyses based on the structure and headers of 
email messages.

Heuristic & Bayesian: Classifies message content by 
recognition of character and word combinations. 

Whitelist and Blacklist: Uses several leading white 
and blacklists to recognize known spam senders 
and messages.

Mail Server Protection: Avira prevents very large 
emails, zip-of-death, and other kinds of threats 
from damaging your mail systems.

Attachment Type Control: You control which types 
of attachments are allowed or should be blocked.

Custom Rules Control: You can set custom rules 
to specifically allow or block messages based on 
sender, content, message size, etc.

Mail Banner / Disclaimer: You can specify one or 
more “signatures” which are placed at the bottom 
of all incoming and outgoing messages. This can 
also be used to insert disclaimers in each message.

Mail Forward: By default, clean messages are de-
livered to your mail server(s) after the filtering 
process. There is also an option to forward mes-
sages to “external” email addresses. This can be 
done for a complete domain or for a single user.
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